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A Profile for Route Origin Authorizations (ROAs) 

Abstract 
This document defines a standard profile for Route Origin 
Authorizations (ROAs). A ROA is a digitally signed object that 
provides a means of verifying that an IP address block holder has 
authorized an Autonomous System (AS) to originate routes to one or 
more prefixes within the address block. 

Status of This Memo 


This is an Internet Standards Track document. 


This document is a product of the Internet Engineering Task Force 


(IETF). It represents the consensus of the IETF community. It has 
received public review and has been approved for publication by 

the Internet Engineering Steering Group (IESG). Further 
information on Internet Standards is available in Section 2 of 

RFC 5741. 


Information about the current status of this document, any 
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Copyright Notice 


Copyright (c) 2012 IETF Trust and the persons identified as the 
document authors. All rights reserved. 


This document is subject to BCP 78 and the IETF Trust’s Legal 
Provisions Relating to IETF Documents 
(http://trustee.ietf.org/license-info) in effect on the date of 
publication of this document. Please review these documents 
carefully, as they describe your rights and restrictions with respect 
to this document. Code Components extracted from this document must 
include Simplified BSD License text as described in Section 4.e of 
the Trust Legal Provisions and are provided without warranty as 
described in the Simplified BSD License. 


Lepinksi, et al. Standards Track [Page 1] 


RFC 6482 Route Origin Authorization February 2012 


Table of Contents 


PV Tntroduébion Kar 4b aaa he Sein eee lo rasket ike NET 2 
FS TEAM NOLOGY ALT Soc ets SS SD NTE TSN IS NS 3 
25 VAS ROA CONE SNE LY PS” Lerner dssetek leste ende Selek seen Lee 3 
Sr ENG KROM ECON SN te san as dos ane Nave ar pie ca Gi hs AASEN ESTE SeeD gy Same NRS 3 
SL MV OTST OT sr SPE AS 4 
Spør ASTD ESSEN FA NN SSN RE Ne ha Ae dt oat ahh 4 
Sud TIPAddFBLOGkS ka eee TS Se Se ES Ne ER 4 
f ROA Validation seere eens ei oh oie sarte karse e seas eee TTS See 5 
5s Security considerations «v+Yastusserersakrt S E E ee al S 5 
6: Acknowledgment S s sso soe whet hae. ee E te eee die: ae doe ee ee a E O S 6 
Ty References os eean ai a a Saal ane sadelen ONE seas see Ke sete Bl ee Gate 6 
Ts Normative References seer hs ae ee ae tee gh eee RG GEE: eo Meee Sar 6 
Tez, Informativé- References Graeberi ede a Ea we SS oe BER ee Ne 6 
Appendix: At ASN ed “MOOUIE SS Soe ios. rete Bie adds ow Nie ole Sree oe een see lade ree eS 8 


1. Introduction 


The primary purpose of the Resource Public Key Infrastructure (RPKI) 
is to improve routing security. (See [RFC6480] for more 
information.) As part of this system, a mechanism is needed to allow 
entities to verify that an AS has been given permission by an IP 
address block holder to advertise routes to one or more prefixes 
within that block. A ROA provides this function. 


The ROA makes use of the template for RPKI digitally signed objects 
[RFC6488], which defines a Crytopgraphic Message Syntax (CMS) 
[RFC5652] wrapper for the ROA content as well as a generic validation 


procedure for RPKI signed objects. Therefore, to complete the 
specification of the ROA (see Section 4 of [RFC6488]), this document 
defines: 


1. The OID that identifies the signed object as being a ROA. 
(This OID appears within the eContentType in the 
encapContentInfo object as well as the content-type signed 
attribute in the signerInfo object). 


2. The ASN.1 syntax for the ROA eContent. (This is the payload 
that specifies the AS being authorized to originate routes as 
well as the prefixes to which the AS may originate routes.) 
The ROA eContent is ASN.1 encoded using the Distinguished 
Encoding Rules (DER) [X.690]. 


3. An additional step required to validate ROAs (in addition to 
the validation steps specified in [RFC6488]). 
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1.1. Terminology 


It is assumed that the reader is familiar with the terms and concepts 
described in "Internet X.509 Public Key Infrastructure Certificate 
and Certificate Revocation List (CRL) Profile" [RFC5280] and "X.509 
Extensions for IP Addresses and AS Identifiers" [RFC3779]. 


Additionally, this document makes use of the RPKI signed object 
profile [RFC6488]; thus, familiarity with that document is assumed. 
Note that the RPKI signed object profile makes use of certificates 
adhering to the RPKI Resource Certificate Profile [RFC6487]; thus, 
familiarly with that profile is also assumed. 


The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", 
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and 
"OPTIONAL" in this document are to be interpreted as described in RFC 
2119 [RFC2119]. 


2. The ROA Content-Type 


The content-type for a ROA is defined as routeOriginAuthz and has the 
numerical value of 1.2.840.113549.1.9.16.1.24. 


This OID MUST appear both within the eContentType in the 
encapContentInfo object as well as the content-type signed attribute 
in the signerInfo object (see [RFC6488]). 


3. The ROA eContent 


The content of a ROA identifies a single AS that has been authorized 
by the address space holder to originate routes and a list of one or 
more IP address prefixes that will be advertised. If the address 
space holder needs to authorize multiple ASes to advertise the same 
set of address prefixes, the holder issues multiple ROAs, one per AS 
number. A ROA is formally defined as: 


RouteOriginAttestation ::= SEQUENCE { 
version [0] INTEGER DEFAULT 0, 
asID ASID, 
ipAddrBlocks SEQUENCE (SIZE(1..MAX)) OF ROAIPAddressFamily } 


ASID ::= INTEGER 


ROAIPAddressFamily ::= SEQUENCE { 
addressFamily OCTET STRING (SIZE (2..3)), 
addresses SEQUENCE (SIZE (1..MAX)) OF ROAIPAddress } 
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ROAIPAddress ::= SEQUENC 
address IPAddress, 
maxLength INTEGER OPTIONAL } 


Gl 


{ 


IPAddress ::= BIT STRING 


Note that this content appears as the eContent within the 
encapContentInfo (see [RFC6488]). 


3.1. version 
The version number of the RouteOriginAttestation MUST be 0. 
3.2. asID 


The asID field contains the AS number that is authorized to originate 
routes to the given IP address prefixes. 


3.3. ipAddrBlocks 
The ipAddrBlocks field encodes the set of IP address prefixes to 


which the AS is authorized to originate routes. Note that the syntax 
here is more restrictive than that used in the IP address delegation 


extension defined in RFC 3779. That extension can represent 
arbitrary address ranges, whereas ROAs need to represent only 
prefixes. 


Within the ROAIPAddressFamily structure, addressFamily contains the 
Address Family Identifier (AFI) of an IP address family. This 
specification only supports IPv4 and IPv6. Therefore, addressFamily 
MUST be either 0001 or 0002. 


Within a ROAIPAddress structure, the addresses field represents 
prefixes as a sequence of type IPAddress. (See [RFC3779] for more 
details). If present, the maxLength MUST be an integer greater than 
or equal to the length of the accompanying prefix, and less than or 
equal to the length (in bits) of an IP address in the address family 
(32 for IPv4 and 128 for IPv6). When present, the maxLength 
specifies the maximum length of the IP address prefix that the AS is 
authorized to advertise. (For example, if the IP address prefix is 
203.0.113/24 and the maxLength is 26, the AS is authorized to 
advertise any more specific prefix with a maximum length of 26. In 
this example, the AS would be authorized to advertise 203.0.113/24, 
203.0.113.128/25, or 203.0.113.0/25, but not 203.0.113.0/27.) When 
the maxLength is not present, the AS is only authorized to advertise 
the exact prefix specified in the ROA. 
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Note that a valid ROA may contain an IP address prefix (within a 
ROAIPAddress element) that is encompassed by another IP address 
prefix (within a separate ROAIPAddress element). For example, a ROA 
may contain the prefix 203.0.113/24 with maxLength 26, as well as the 
prefix 203.0.113.0/28 with maxLength 28. (Such a ROA would authorize 
the indicated AS to advertise any prefix beginning with 203.0.113 
with a minimum length of 24 and a maximum length of 26, as well as 
the specific prefix 203.0.113.0/28.) Additionally, a ROA MAY contain 
two ROAIPAddress elements, where the IP address prefix is identical 
in both cases. However, this is NOT RECOMMENDED as, in such a case, 
the ROAIPAddress with the shorter maxLength grants no additional 
privileges to the indicated AS and thus can be omitted without 
changing the meaning of the ROA. 


4. ROA Validation 


Before a relying party can use a ROA to validate a routing 
announcement, the relying party MUST first validate the ROA. To 
validate a ROA, the relying party MUST perform all the validation 
checks specified in [RFC6488] as well as the following additional 
ROA-specific validation step. 


o The IP address delegation extension [RFC3779] is present in the 
end-entity (EE) certificate (contained within the ROA), and each 
IP address prefix(es) in the ROA is contained within the set of IP 
addresses specified by the EE certificate’s IP address delegation 
extension. 


5. Security Considerations 


There is no assumption of confidentiality for the data in a ROA; it 
is anticipated that ROAs will be stored in repositories that are 
accessible to all ISPs, and perhaps to all Internet users. There is 
no explicit authentication associated with a ROA, since the PKI used 
for ROA validation provides authorization but not authentication. 
Although the ROA is a signed, application-layer object, there is no 
intent to convey non-repudiation via a ROA. 


The purpose of a ROA is to convey authorization for an AS to 
originate a route to the prefix(es) in the ROA. Thus, the integrity 
of a ROA MUST be established. The ROA specification makes use of the 
RPKI signed object format; thus, all security considerations in 
[RFC6488] also apply to ROAs. Additionally, the signed object 
profile uses the CMS signed message format for integrity; thus, ROAs 
inherit all security considerations associated with that data 
structure. 
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8. 


The right of the ROA signer to authorize the target AS to originate 
routes to the prefix(es) is established through use of the address 
space and AS number PKI described in [RFC6480]. Specifically, one 
MUST verify the signature on the ROA using an X.509 certificate 
issued under this PKI, and check that the prefix(es) in the ROA match 
those in the certificate’s address space extension. 


IANA Considerations 

IANA has registered the following RPKI Signed Object: 
ROA 1.2.840.113549.1.9.16.1.24 [RFC6482] 
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Appendix A: ASN.1 Module 


This normative appendix provides an ASN.1 module that specifies the 
ROA content in ASN.1 syntax. 


RPKI-ROA { iso(1) member-body(2) us(840) rsadsi (113549) 
pkcs (1) pkcs9(9) smime(16) mod(0) 61 } 


DEFINITIONS EXPLICIT TAGS ::= BEGIN 


RouteOriginAttestation ::= SEQUENCE { 
version [0] INTEGER DEFAULT 0, 
asID ASID, 
ipAddrBlocks SEQUENCE (SIZE(1..MAX)) OF ROAIPAddressFamily } 


ASID ::= INTEGER 


ROAIPAddressFamily ::= SEQUENCE { 
addressFamily OCTET STRING (SIZE (2..3)), 
addresses SEQUENCE (SIZE (1..MAX)) OF ROAIPAddress } 


ROAIPAddress ::= SEQUENCE { 
address IPAddress, 
maxLength INTEGER OPTIONAL } 
IPAddress ::= BIT STRING 


END 
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